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(54) PROGRAMMABLE CONTROLLER AND CONTROLLING METHOD THEREFOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a controlling method for 
programmable controller allowing a user to individually set a secrecy 
level according to a use of the user. 

SOLUTION: In the programmable controller 100 for controlling secrecy 
by inputting a password from a password inputting part 109, an allowable 
number of times of input mistakes of the password and a restoring 
condition (time till restoring to a state for permitting a re-input of the 
password) are set in a secrecy level setting part 108, the reception of 
the password from the password inputting part 109 is inhibited when the 
number of times of input mistakes of the password from the password 
inputting part 109 exceeds the allowable number of times set in the 
secrecy level setting part 108 and subsequently the acceptance 
inhibiting state of the password is unlocked and the password is 
accepted only when the restoring condition is satisfied. ^ 
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wmm#<mtti 

±IB/^X7- F©A*I 5 XOIW*fl*a- !f £TK£ 
£SftfcttS*ft*«*.fc»^ ±IS^X7- K©£ 

[§1*3! 2] /U7-KOA^(Cif)IiSMSl 10 
tS^o^v^l/ny ha— ^ttJl/ -»T, 

■ffci6©<SIB£ft£p.— tftr»lEBril6i:-r*ttlB*ft 

±EttlH*ftR3£¥BHc«fcoT«lSSnfcaiH*ff36l«» 

r* Ls^ttwsttiiRicRriw*? a t zmmt & c £ £ 

C»*«3] ±fBfglB*fttf, 
±13^X7- K<9§tttf#S±£ftTfrP>±fB^7.7- 20 

K©Sf*»*»S"r*ttJ8»c*iH-r**T?o«fiiii'eBB£ 

;|/3>hD-7o 

±fB^X7-F©A7^X©Ifg&fM£3.— wm%. 
U 

±13^X7- F©A*I 5 ^^aBITSafeffSfiS* 

tf ±8B^^7-F©S#*S±-rscfc*RF®fr« 

7°n^v7;i/ny Hp— 7©SiJfli#iffio 30 

t&7°o y 7 -77;l/3 > h P-^©fSiJffl)^ffitcfc^T, 
±IB^X7- F©§tttf SS±mi£gtttf W^^cM 
Tfc46©«IB&ft£a— tf L, 

fcStifcS^tt, ±IB^X7- K©gf<ttt*±tt»*» 

i$ Lswt *tffStt«fcH-r c t -r s 7°a y 7 v 

7;bn^l>P-7©$ir#73ffi 0 

±§B/SX7- F©§tttftfgtih£nTfre. ±13^X7- 40 
F©S^tt^Sf5«8ltctIIB-r§ST©BfPB^SS 
* ft 5 c 4: Srff® 4 -T § IS*!! 5 fcfBK© 7°p 7*7 v 7 
;l/3> hP-7©ftHSW&, 

[0001] 

imfwmtz&ffiftmi comm. ><*7-f©a 

*t«fct)«KBffKf*ma-rS7*ay7v7*;U3>hP- 
§ c «fc 3 Lfc7°P y5v7;bpy h n-5 50 
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*ij:tf*©»jw^rffifcia-r*. 

[0 0 0 2] 

[fiE*©Stfi] -IStc v 7'n^ 7 77^>hP-7 

(plc) tf, a— tf7*oy7i»*©«tf«#*wif- 

[0 0 0 3] 01* tf, /<X7— K*ffl^Tl*£©3.— if 
7p 7" 5 A© U - F 7*p x 7 h ? , C 
cr>a— 9"7pt"7A©'J- Kfcffil/r, /<*7- F©A 
fttfgjRSft, CCT'IELl/V*X7- FtfAft^nft© 
t, C©1#S©3.— *f7*nyvA©'J-F3b'«±*n 

-So 

[0 0 0 4] t:C3T\ ±13^X7- K*fflt^fclMBfi! 
[0 0 0 5] HHK, ^7.7- Ftf, ^©A^X©!* 

ti^ff *SSJ£ Lft^©-£\ Xfi 5 XOft^OfttCilPjR^ 

[0006] t^u swc, ^ftwgtfgjRSfts 

#ijx.tf\ ^X7- F©A^x©I ! fS[h]$(£ 

3 hhcoti u f©a^3 5 3 mm k> mt t 
z<Dm&x°~>XTi*im\B?fffet%z>£oimi$.-rz> 

t, ^U-7^77-F££ftfclf£llTA77 5X 
* 3 0 Ltc tf T\ *<D isXy- A tf /SX 7- K£§ tf ft 
ttft < ft 9, 1i^M«64 LTtf ILtfS C 4tCft 

-So 

[0 0 0 7] iifis 7"n^777;l/3>ha-7 

tcfc^T, a— tf 7"p ^7 I*<DW,£i%W ©S^tf ^ < ft 
oTtT^S, ^/c, /D^7V^;l/3yhn-70f 

^.^i/^T-ht LT— lc^^-5C4A'5T'tft< fto 

[0 0 0 8] LfctfoT, a— «f«MKfflfflJftt^*J*T 
ISmfSIf t S «fe 5 K t % £ t tf i/ X f A 

^Sffi-r %>y-—i) Wis «t tfiittt * n* a— »f «K tot 

[0 0 0 9] LfrbftTb^, i*07'u^7'?7;l/3> 
Yu— ^JCts^Ttf, /U7- F©U-F7'P7 L ^ h© 

mfctt'n? terns. /U7- k©a* s x©«f*@»* 

X -r ACDffllB^a tf ^ *6 -> X x Ate T i*i6 6 nt l/^fco 
[0 0 l 0] B!5tf, KcQ7'o^ 7 v7;l/nyhD- 

7 (c & tf § / 7 - f ©flaa^ira^-f 7o-ft-h 
xh%o 

[0 0 1 1] H5t*5^T, ^X7-F^7 p p7"5v7 
;UP>Hp-5(CA^$n§4 Uf77*50 1) , S 
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■f\ £©A^£ftfc^77- FtWEU^>\ ?%t>%, 
£©Aft£ftfc^77-F#£©7'D7*-7v7*;l/:3;/h- 

SHSftS 0 2) „ 

[0 0 12] ££T\ /<X7-Ktf-»bfcfc?MSft 
Si: (Xx , v7 l '502 7~YE S) , co^a^777il/ 
3>hD-7t^U7-F;fi^lSn (7f-^5 0 
5) , <5lJ;Ui\ il(D7°a^"'7V7';l/3> / ha— ^©:i- 
f/ny^A^'J- Ftffr0j£ft3 o 

[0 0 1 3] LfrU X-r-y7°50 2T\ /^77-Ftf 10 
-SlLK^tmmZtlZt. Ur-y7*5 0 2T*NO) , 
#tc, /S77-F#-aL&<^A7J57©[Iltfc#^i6-7 
XrAKK^Sftfenll 3 0) Kiibfcfrtfp 

'Ke.nS (Xtv 7°5 0 3) o 

[0 0 1 4] llT, /U7- F©A;fr5 7#n[IIfcll 
LT^fc^fcfflKSftSi: Uf7^5 0 3t'NO) , 

xf'^ 50 ncm*). ^77-F©SA7j#TF££ft 

-So 

[0 0 15] LfrU 7f-'y7°5 0 3TvS77-F©A 
fi$X#n|IIK&Lfci:*iJ»r£ft£4: (Xf77*5 0 3 20 
T'YES) , L©/U7-FttMi^n (7>x-y7°5 
04) , *©^7xA«^77-F£gtttttt&<& 

So 

[0 0 16] C<D<fc9fcfi£*<D7°nyvV7*;!/3:>'hD 

^;btf^7xA£«fct>-8W£?ft££ft> 

7 - F © A 7J 5 7 © 13 -> 7 r A IS £ $ ft PJt % M 

T-mic & o , =t (D'&<ommtfT* *ft<4*t^d rasa* 

SofCo 30 
[0 0 17] 

7-K©Bffl*<T?#3<fc5fc:1-£C£*lWfc-f 

[0018] sfc, £©fgsmi, 3--*r<D<mm'mc£ 

£#T*£, n.-+fli|-e^#;^^77- K©aM*fr*.s 
J: 5 K Lfc7°a 7"^v7;l/3 > h a— 5£1f 3 £ 
^gWi:t§ 0 40 

[0019] sfc, commit. 3—v<Dmmm&\c& 
fr#x%<Dmmmv^)i*^-^hmmimi£.t%c 

«-fS£i:£gWi:-f3o 
[0 0 2 0] 

•77;l/3>hD-7tt, ^77-F©A73£J:t)*I&£S 
I2A77- KOA*5XOITS*ff*3.-if(CTBiSgnI 50 
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H&£1--SItg*ftK£^&^ ±12^77- F©A7J^ 

tzmmtzctzmmttZo 

[0 0 2 I] £/c, C<D»l57'D^7V7^y 
§7'a7"7^7yl/ny h p— ylclS^X. ±12^77- 

&ft&=L-mcTi&.j£nimt-tz>®.m&&®tt®£s 

±K*IB*fl*S¥8Hi: «fc o TK££ftfc«|B*tttf SS 
fc£ftfc*£k:, ±12^77- K05M*»**±«a8*» 

[0 0 2 2] c©^§57'ny7v7;l/3yhD- 
7©fMISW?£«:, /U7- K©X^3k:«fc»)««fi!»*tt 
S-f § 7°n 7"^ v 7>la y Y a - 5 ©MfflW ts^ 
T> ±12^77- K©A7J$X©3fg*tt*a--WK 
£U ±12^77- F©A7J5 7#±f2ff£s&ft ; £iS*. 
fc**tt, ±12^77- K©gtt£Jlik-f *C fc**MS 

[0 0 2 3] £fc> C©fS0^^^57 o n7^-77;L-3> 
hn-^OMttfrffiti;, ^77- KOX^fc «fc 
«f*ffl!-r ST'n ^7v7^a > h n— 5©M«Wftlc 
fc^T, ±12^77- K©S^»«±«lB*S(if»tllFS 
«IBfc:B|-rfcftoaiH*ff*a-1f3WR3e L, ±!2fSIB 

±12^77- F©g#ttSt±W£8¥l&Lgtt 

[0 0 2 4] CCT\ ±f2A7J57©fFS^#t±, ±12 
^77-F©A^57©@irr*^rr££<!:#T«t3 0 

[0 0 2 5] ±IEW0*fttt, ±12^77- F© 

gtttt#«±£ftTfr£±t2^77-F©§tttt£l*g 

f § ttftit war 5 s T©Bf m-prst § £ £ # 

So 

[0 0 2 6] 

[0 0 2 7] El Hi, £©^t^t)57°a7*^v7;l/ 

[0 0 2 8] H Hcfct^T, c:©7°a7'^-77*;bny h 
o— 5 (PLC) 1 0 0li, MP U (Micro Processing 
Unit) 10 1, rtSM^'J 1 0 2, f : -7>( ; e i J 1 0 
3, v^f-i^aT^A;^ U 1 0 4, 3.-*f-fuf=> 
A^^'J 1 0 5, /WI/F (A7-r>7-7x-7) 

10 6, S^gs 10 7, fiSffi^U^^l/K^SP 108, 
/^77-FA7jgPl 0 9^>Xf^Ul 1 OTfflStC 
»«ELT«««ft*. 

[00 2 9] ClT, MPUlOItt, C (D-fu f?-? 
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[0 0 3 0] rtSM^D l 0 2lt. 7°D^*7v7;l/ny 
-*.X*'J 1 0 3fi, &«r-**!2trfSfc©T?fc 

7 1 OOKB^fctDtLT, COf-^'Jl 03 

-»£LX3.—r7u#5J»* : ev i o 5ic#ffi-r^t 

OTfeoTti^. 10 
[0 0 3 1 ] v'XfLyp^A^i'J 1 o 4iat. c 
(ryfufy-^-ffrziy ha— 5 l 0O«->XfAyny 

Ct?)-/n^7?7;l/P>FP-7 1 0 0Oa-fAlffl 

[0 0 3 2] /Wl/F 1 0 6tt ->Xf-AA7. 1 1 0 
£4My:?7x-X£&-f fctDt 5 , El^b^i/M/Oa 
->y K SS«fiU---y h3F«C£>/*X I / F 1 0 6%/r 

[0 0 3 3] S^nis 1 0 7(4, LCD (Liquid Crystal 20 
Display)*">£$!jjg£n, CO^a^v^n^ha- 

5 i oo(Dmmc{%fr%&mmmzmKtz>i><D?$> 

[0 0 3 4] >KX7-FA*g|5l 0 9(4, «Sfc©*-X 
'fyffr&M^n, ^X7-F£A7J-f 

[0 0 3 5] «B««fU^I/8B£W I0 8tt, /U7- 
K©A*5X©ttS*ff*a— tffcTR£Bl(l6i:1-*flF 

[0 0 3 6] C©Hj6gcD}g®c07 p D^7vy;l/ny ha 
-5- l 0 0(c4ot^Tl4, WtBU&lsLfrSkm&l 0 8T* 
a— »f (c «t t) K£ * ft It f <U 7 - K <D Xfj 5 XlfS&ft 

7"n^7v7;l'3yhD-7 l oo<Dffl&Kflj£LTI6 

[0 0 3 7] yUy-FOA^SXOSgMli, ^X 40 
7-KA*j6fll 0 9^f.O/U7- F©A^35X©WS 

[0038] «ib&#«, mmr-mfeztiZo c©fgie 

Ikftomffllt, ^X7-FA7JgRl 0 9fr&A7j£ft/c: 
/U7- F©A7J 5 X@»tfA*l 5 *gf§£tt£jBK. § 
c £T*, 3f£^X7- F©§tt(t#St±£ftfeB#£> 

s, so'/U7- F^f 

[0 0 3 9] ^©^ffi©Jgie©7' , a^7x'7;l/3y ha 50 
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-=7 1 0 0(c:fc^T(4, ±f£©J;9&A*)5X©I<F&^ 
f 2 Fi:«IB^f i l : ©iii3#TC©7 p Dy^v7^ny h D- 7 

[0 0 4 0] A73^x©gfS^ft (*illgif[i/U 
7-F©A7}SX[Ug0 ©KSfcOI^Ttt, A715XIS] 

[0041] mmm* a^mmmmxit^xu- kos 
it. is l ^ e» m'hmmm * t-oiss^^HgT^ 

[0 0 4 2] ±a2©<fc?*Afi5x©tT§&#©»3££ 
SfrOfiJBHia— «f(cgfc£>ftT*5 9, a—tffc LT(4 

ffiji tc j@ Lr&mom&uft i tcfr-o i &(c 

[0 0 4 3] «SB«^fU^;U©S5{ftjSH:n.— «f©SciHc 

[0 0 4 4] 7°D^7V7*;l/^y ha-7 l oo(cfct^ 

(4, A^5X©IfS£fr#llfli«c^£-f-5o C(Di§£ 
it. ^X7-F©A7j5X%M[e]1^MLT&, AX7 

[0 0 4 5] WB«»U' , 01/* rc}3j i^HcR 

5£L/ctWl£(4, #iR(4\ A^SX©I^^ff%5lHl, 
«IHaH**2HfMfcK£-*-*. C©i!£(4, MX7-F 
©A*i5*£5l!»»5ig-f ^X7-F©?iA7WT- 

tragfc iiih * fcfttc t4 2 mrmtc £ vtum -r , 

[0 0 4 6] ^e>{C, TiSj U^MC 

ttML1t\i>m&tt. MAtf, A^5X©fF^mil|ai 
(clS^b, ?IIB^m;iteUc§3£-f?>o CO«*i4, ^ 
X7-K©A^»5X* 1 0fT3fc, ^X7-F©SAAl 
^T-^^<^f), c©«ffitc^?,i:, ffl«fMfifoT*>/< 
X7- K©HA^*5jHgi&m B -^ffllBL*^o Lfc*<o 

[0047] 02(4, 12 ncTnLfc-fa^^y^y 
fp-7 i o oki&tf 3/^x7- F©s&ii^je*jK-r7 

[0 0 4 8] 0 2(C*5i/^T, H UC^Lfc^X7-FA 
JjgPl 0 9^e>C©7°P^7V7";l/ny ha— y l 0 0 
tC/^X7-F^A**n-5^ (Xx'y7°20 1) , $ 
f\ C©A73^nfc^X7-FA' i IELl^\ fftte-ft. 
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C<DA7^n/cAX7-Ft, C<D-?u>fz?-?-7)\,uy 
ha— y\ OOOf-^^^'J 1 0 3£fc(4P-— «f7°P 

Vvu*^) i o 5t^i6^$nri>-5^x7-Ki: 

7° 2 0 2) o 

[0049] cct, ^xy-Ktf-aufcfcPJWSft 

St (X-f -y7°2 0 2T-Y E S) , l<9/d^777;1/ 
3yhD-7l oo£/<x7-K#£JiSft (Xr-y7° 
2 0 7) , W*tf, C©7*Py5V7"^3>hD— 5 1 
0 OOa-fya^L^tU 1 0 5»Ctelfl£ttfc1$£ 10 
«D;x— ffufyhtDV - F'AWnJSttS. 

[0 0 5 0] LfrU Xr-y7°2 0 2t\ /<X7-K# 
-aUfti^JBrSttSi: (Xr-y7°2 0 2T?NO) . 

Ftf-at&^A73^X<D@i5(jbM£^ 

»U^;I/H3£S 1 o 8Tm^tntcxti^xmm^n 

(Wiltf 50) iciit/t^iK&n* (Xr-y 7*2 0 
3) „ 

[0 0 5 1] CCT-, /S7.7-K<9A735Xtf nleUCig 
LTt/^^tfiJffir^tlSt (Xr-y 7°2 0 3T*NO) , 
Xr-y 7°2 0 1 fcMD, /Uy-h'iDSAij^g^ti 20 
S„ 

[0 0 5 2] LfrU ^X7-F<DA^5X^MSfeit 
Xr-y 7°2 0 3 Tv^X7- FOA?^ X# n dHCl 
Lfct«ff£ft5£ (Xt77*2 0 3TYES) , /^X 
7-F(D^Sam^cWf®$tl (Xr-y7°2 0 4) , # 

t jWBilUfc*»*»^6n* (Xx-y7°2 0 5) „ 
[0 0 5 3] cc-p, WHWFBItjyiiiiLTVftv^fiJ 
mZftZt (Xf7 7*2 0 5T'NO) , Xr-y7°2 0 5 
KBSSo MSS, /^7-F©^5»l«IB»«a*n 30 

•So 

[0 0 5 4] LfrU Xr-y 7°2 0 5 T\ &IBHtfS t 
«i8bfcfcW*r*tl*fc (Xr -y 7° 2 0 5 T Y E S ) , 

^xv-Y^mmmzmmL uf7 7*2 0 6) , x 
x-y7°2 o i icmK). ^xu-vomxfim^tn 

[0 0 5 5] ±EIIIBBf H 1 14, 7a 

7;l/3>hn-7 1 0 0©mjg^7tc$n§i: U-h'y 

f £*u tt«*ym^sr>" t mii<DW$ifimhzti& <fc 

[0 0 5 6] 03(4, CO«fc-5K«J«4nfc/<X7-K 

[0 0 5 7] 0 3 ICftl^T, 0 1 {C^b^/^X7— FA 
T^SPl 0 9^P>L(D7'D7 , 7v7;l/3>hn-7 1 0 0 
£/<X7-KtfA7}£n3fc (Xr-y 7°30 1) , S 
•f, C©A7J*tt;fc^X7— KA^EU\&\ ■ffcta'Sx 
c©A*i£*i;fc'<X7- F#c<D7 p a7"-7V7*>>l/n;/F 
i o ocf-^^t'j i o 3tcwis^*nr^ 

£/<X7-K£-ai"3frjWH'<&tiS (Xr-y 7°3 0 
2) o 50 
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[0 0 5 8] lCT'« /SX7-F#-atfc£¥ijSrSft 
St (Xr-y7°3 0 2T*Y E S) . C«D7 , D7*7V7";b 
3yhn-7l 0 0(aU7- FA^S^n (Xr-y 7° 
3 1 0) , $];U4\ il07 , D7 ? 7V7'*3yhn-7l 
0 0Oa— *f7*ay5A^*y 1 0 5 lc«»Stifc» S 

[0 0 5 9] LfrL, Xr-y7°3 0 2T\ /<X«7-K# 
-SLft^fcPMfrSttSi: (Xr-y 7° 3 0 2 T*N O) , 
K#-aLtt^A^5 
1 0 8 t'S^^nft A71 = XcDI^Ieia 
n (IWAtfSIII) icMLtcfrtfm^tbtlZ (Xr-y 7° 3 
0 3) „ 

[0 0 6 0] /^X7-F<0A7^5X^nleltjt 
LTVftl^WWSnSi: (Xr-y 7°3 0 3T'NO) , 
Xr-y 7*30 lklSID, /<*7- F<Dff ATltffFSSn 

So 

[0 0 6 1] LfrU X-r-y 7°3 0 3Tv^X7- FOA 
^SX^ndltciiL/ctWfr^nSi: (Xr-y 7°3 0 3 
T'YES) , /<*7-F©^Stt*lC*J*ISft (Xt 
-y7°3 0 4) , #tc, 7°n^7v7^yhn-7l 0 
Ortttglt&nfc^-rv^X^- (Xr-y7°3 
0 5) o 

[0 0 6 2] fLT, d CO^-r V(DttHtB#r H Wi(i 

««fipu^i/K£W i o 8 vm^ntcmmmfn t #s 

ilLfcj^jWR^en* (Xf-y7°3 0 6) o 

[0063] cct% mmmmttimmLfctmmzti 

it (Xr-y 7°3 0 6T*Y E S) , /<X7- K^SStf 
S&JKRL (Xr-y 7°3 0 9) , Xr-y 7°3 0 l icm 
9, /^X7-F<DSA73AW?nSo 
[0 0 6 4] LfrU Xr-y7°3 0 6 T?«IBBfM t #t« 
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CLAIMS 



[Claim(s)] 

[Claim 1]A programmable controller which manages security protection by the input of a password, comprising: 
A permissive-conditions setting-out means which enables setting out of permissive conditions of an input 
mistake of the above-mentioned password by a user. 

An inhibiting means which forbids registration of the above-mentioned password when an input mistake of the 
above-mentioned password exceeds permissive conditions set up by the above-mentioned permissive- 
conditions setting-out means. 

[Claim 2]A programmable controller which manages security protection by the input of a password, comprising: 
A restoring condition setting-out means which enables setting out of a restoring condition for receiving a 
receptionist prohibited state of the above-mentioned password, and returning to a permissive condition by a 
user. 

A release means which cancels a receptionist prohibited state of the above-mentioned password, and is 
returned to a receptionist permissive condition when a restoring condition set up by the above-mentioned 
restoring condition setting-out means is fulfilled. 

[Claim 3]The programmable controller according to claim 2, wherein the above-mentioned restoring condition is 
set up in time until it restores in the state of permitting registration of the above-mentioned password after 
registration of the above-mentioned password is forbidden. 

[Claim 4]In a control method of a programmable controller of managing security protection by the input of a 
password, A control method of a programmable controller characterized by forbidding reception of the above- 
mentioned password when a user sets up permissive conditions of an input mistake of the above-mentioned 
password and an input mistake of the above-mentioned password exceeds the above-mentioned permissive 
conditions. 

[Claim 5]In a control method of a programmable controller of managing security protection by the input of a 
password, When a restoring condition which a user set up a restoring condition for receiving a receptionist 
prohibited state of the above-mentioned password, and returning to a permissive condition, and was set up by 
the above-mentioned restoring condition setting-out means is fulfilled, A control method of a programmable 
controller canceling a receptionist prohibited state of the above-mentioned password, and returning to a 
receptionist permissive condition. 

[Claim 6]A control method of the programmable controller according to claim 5, wherein the above-mentioned 
restoring condition is set up in time until it restores in the state of permitting registration of the above- 
mentioned password after registration of the above-mentioned password is forbidden. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention about a programmable controller which manages security protection by the 
input of a password, and a method for controlling the same, It is related with a programmable controller with 
which the user enabled it to set up the security protection level individually especially according to a user s 
usage, and a method for controlling the same. 
[0002] 

[Description of the Prior Art]Generally, in order that a programmable controller (PLC) may manage security 
protection, such as a user program, the password function which protects specific information with a password 
is provided. 

[0003]For example, if the input of a password is required and a right password is not entered when leading this 
specific user program here when performing lead protection of a specific user program using a password, the 
lead of this specific user program will be forbidden. 

[0004]By the way, also in the security protection management using the above-mentioned password, 
management flexible on the contrary may be required as the case where severe management is required. 
[0005]Generally a password the number of times of permission of the input mistake in the system set up 
indefinitely. Since conditions are not satisfied as a function to set up security protection when severe 
management is required, since a password will be simply decoded if the device which inputs a total combination 
of a password automatically is used, it is necessary to give restriction to the number of times of permission of 
an input mistake. 

[0006]However, when flexible management is required on the contrary. For example, if it constitutes so that a 
system may be cannot be restored at the time, if the number of times of permission of the input mistake of a 
password is restricted to 3 times and the input mistake of a password is repeated 3 times, Only by turning an 
input mistake three by the case where the operator has forgotten the password etc., the system stops receiving 
a password and will be too severe as a security protection function. 

[0007]Now, the demand of the security protection of a user program has been increasing in a programmable 
controller recently. The use which a programmable controller uses is also diversified and it is impossible to 
decide on a meaning by using a security protection level with a password as a system. 

[0008]Therefore, it is dramatically useful that a user enables it to set up a security protection level according to 
usage for the maker side which provides a system, and the user side provided. 

[0009] However, in the conventional programmable controller, when lead protection of a password was set up, the 
restoration method of the system at the time of exceeding the number of times of permission of the input 
mistake of a password and the number of times of permission of the input mistake of a password was 
beforehand decided by the system. 

[0Q10] Drawin g 5 is a flow chart which shows the procedure of the password in the conventional programmable 
controller. 

[001 1]In drawin g 5, if a password is entered into a programmable controller (Step 501), First, it is investigated 
whether this entered password of the right, i.e., this entered password, corresponds with the password 
beforehand set as this programmable controller (Step 502). 

[0012]Here, if it is judged that the password was in agreement (it is YES at Step 502), a password will be 
received by this programmable controller (Step 505), for example, the lead of the user program of this 
programmable controller will be permitted. 

[0013]However, if it is judged at Step 502 that a password is not in agreement (it is NO at Step 502) next, it will 
be investigated whether the number of times of the input mistake whose password does not correspond 
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amounted to n times (for example, 3 times) beforehand set as the system (Step 503). 

[0014]Here, when it is judged that the input mistake of a password does not amount to n times (it is NO at Step 
503), it returns to Step 501 and reinput of a password is permitted. 

[0015]When it is judged that the input mistake of the password amounted to n times at Step 503 (it is YES at 
Step 503), this password is repealed (Step 504) and that system stops however, receiving a password. 
[0016]Thus, in the password procedure of the conventional programmable controller, When that security 
protection level was uniquely determined by the system, for example, the number of times of the input mistake 
of a password became the prescribed frequency set as the system, this programmable controller became 
impossible of operation, and there was a problem of subsequent processing becoming impossible. 
[001 7] 

[Problem(s) to be Solved by the InventionjThen, an object of this invention is to be able to be made to perform 
employment of a flexible password, as a user can set up that security protection level individually according to a 
users usage. 

[001 8]According to a user's usage, a user can set up that security protection level individually, and an object of 
this invention is to provide the programmable controller which enabled it to employ a flexible password by the 
user side. 

[001 9]According to a user's usage, a user can set up that security protection level individually, and an object of 
this invention is to provide the control method of a programmable controller of having enabled it to employ a 
flexible password by the user side. 
[0020] 

[Means for Solving the Problem]A programmable controller which this invention requires for this invention is 
characterized by that a programmable controller which manages security protection by the input of a password 
comprises: 

A permissive-conditions setting-out means which enables setting out of permissive conditions of an input 
mistake of the above-mentioned password by a user. 

An inhibiting means which forbids registration of the above-mentioned password when an input mistake of the 
above-mentioned password exceeds permissive conditions set up by the above-mentioned permissive- 
conditions setting-out means. 

[0021]A programmable controller which this invention applies to this invention again is characterized by that a 

programmable controller which manages security protection by the input of a password comprises: 

A restoring condition setting-out means which enables setting out of a restoring condition for receiving a 

receptionist prohibited state of the above-mentioned password, and returning to a permissive condition by a 

user. 

A release means which cancels a receptionist prohibited state of the above-mentioned password, and is 
returned to a receptionist permissive condition when a restoring condition set up by the above-mentioned 
restoring condition setting-out means is fulfilled. 

[0022]A control method of a programmable controller concerning this invention, In a control method of a 
programmable controller of managing security protection by the input of a password, when a user sets up 
permissive conditions of an input mistake of the above-mentioned password and an input mistake of the above- 
mentioned password exceeds the above-mentioned permissive conditions, reception of the above-mentioned 
password is forbidden. 

[0023]A control method of a programmable controller concerning this invention, In a control method of a 
programmable controller of managing security protection by the input of a password, When a restoring condition 
which a user set up a restoring condition for receiving a receptionist prohibited state of the above-mentioned 
password, and returning to a permissive condition, and was set up by the above-mentioned restoring condition 
setting-out means is fulfilled, a receptionist prohibited state of the above-mentioned password is canceled, and 
it returns to a receptionist permissive condition. 

[0024]Here, permissive conditions of the above-mentioned input mistake can be set up by the number of times 
of an input mistake of the above-mentioned password. 

[0025]The above-mentioned restoring condition can be set up in time until it restores in the state of permitting 
registration of the above-mentioned password, after registration of the above-mentioned password is forbidden. 
[0026] 

[Embodiment of the Invention]Hereafter, the embodiment of a programmable controller concerning this invention 
and a method for controlling the same is described in detail with reference to an accompanying drawing. 
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[002 7] Drawing J_is a block diagram showing the outline composition of the programmable controller concerning 
this invention. 

[0028]In drawin g 1 , this programmable controller (PLC) 100, MPU (Micro Processing.) Unit101, the internal 
memory 102, the data memory 103, the system program memory 104, the user program memory 105, bus I/F(bus 
interface) 106, the display for indication 107, the security protection level setting section 108, and the password 
input part 109. It connects mutually and comprises the system bath 1 10. 
[0029]Here, MPU101 controls operation by this whole programmable controller 100. 

[0030]The internal memory 102 stores the in-house data of the programmable controller 100, and the data 
memory 103 memorizes various data. The password set as the programmable controller 100 concerning this 
invention, As a thing peculiar to the programmable controller 100, it may exist in this data memory 103, and may 
exist in the user program memory 105 as a part of user program. 

[0031 ]The system program of this programmable controller 100 is stored in the system program memory 104, 
and the user program which the user of this programmable controller 100 uses is stored in the user program 
memory 105. 

[0032]Bus I/F106 interfaces the system bath 110 and an I/O unit, a highly efficient unit, etc. which are not 
illustrated are connected via this bus I/F106. 

[0033]The display for indication 107 comprises LCD (Liquid Crystal Display), and displays the variety of 
information concerning operation of this programmable controller 100. 

[0034]The password input part 109 comprises two or more key switches, and enters a password. 

[0035]A permissive-conditions setting-out means by which the security protection level setting section 108 

enables setting out of the permissive conditions of the input mistake of a password by a user, And it functions 

as a restoring condition setting-out means which enables setting out of the restoring condition for receiving the 

receptionist prohibited state of a password and returning to a permissive condition by a user, and is as 

[ contents / of the setups or restoring condition / concrete ] below-mentioned. 

[0036]In the programmable controller 100 of this embodiment, Based on the input mistake permissive conditions 
and the restoring condition of a password which were set up by the user, the security protection of a password 
is flexibly controlled by the security protection level setting section 108 corresponding to the use of this 
programmable controller 100. 

[0037]The permissive conditions of the input mistake of a password are permissive conditions of the input 
mistake of the password from the password input part 109, and are set up by the number of times of an input 
mistake here. 

[0038]A restoring condition is set up by time. The time of this restoring condition is that the number of times of 
an input mistake of the password entered from the password input part 109 exceeds input mistake permissive 
conditions, It is time until it restores from the time of registration of the password concerned being forbidden in 
the state, i.e., the state of permitting reinput of a password, of permitting registration of a password again. 
[0039]In the programmable controller 100 of this embodiment, the security protection level of this programmable 
controller 100 is set up in both of the permissive conditions and the restoring condition of the above input 
mistakes. 

[0040]About setting out of the permissive conditions (this embodiment number of times of an input mistake of a 
password) of an input mistake, setting out which restricts the number of times of an input mistake like 
unrestricted setting out which does not provide restriction in the number of times of an input mistake or 0 times, 
1 time, or 5 times is possible. 

[0041]About setting out of a restoring condition (time until it restores in the state of permitting reinput of a 
password in this embodiment), setting out by non-deer minimum unit time is possible. 

[0042]Above setting out of the permissive conditions of an input mistake and setting out of a restoring condition 
can be arbitrarily performed according to a use by the user side. Therefore, judgment into what thing a security 
protection level is made is left to the user, and can set up uniquely and freely the arbitrary security protection 
levels which fitted the use as a user. 

[0043]Although a feeling of height of a security protection level is based also on a user's consciousness, the 
grade and the contents of the level of the security protection level are illustrated below. 

[0044]In the programmable controller 100, the permissive conditions of an input mistake are set up indefinitely to 
set a security protection level as a "low" level. In this case, even if it repeats the input mistake of a password 
how many times, reinput of a password is possible, and it is suitable when a comparatively low security 
protection level may be used. 

[0045]Setting up the permissive conditions of an input mistake, it sets up a restoring condition in 2 hours 5 
times, for example to set a security protection level as an "inside" level. In this case, reinput of a password 
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becomes impossible when the input mistake of a password is repeated 5 times, In order to make a possible state 
restore reinput of a password from this state, it must wait for 2 hours, therefore this example is preferred when 
it needs the security protection level above the above-mentioned example. 

[0046]The permissive conditions of an input mistake are set up at once and a restoring condition is set up 
nothing, for example to set a security protection level as a "quantity" level. In this case, if reinput of a password 
becomes impossible when the input mistake of a password is performed once, and it will be in this state, even if 
it waits for how many hours, reinput of a password will not be restored in the possible state. Therefore, this 
example is preferred when it needs the security protection level above which example of the above. 
[0047] Drawin g 2 is a flow chart which shows the procedure of the password in the programmable controller 100 
shown in drawin g 1. 

[0048]If a password is entered into this programmable controller 100 in drawin g 2 from the password input part 
109 shown in drawin g 1 (Step 201), This entered password First, the right, i.e., this entered password, The 
password beforehand set as the data memory 103 or the user program memory 105 of this programmable 
controller 100 is compared, and it is investigated whether those both are in agreement (Step 202). 
[0049]If it is judged here that the password was in agreement (it is YES at Step 202), The lead of the specific 
user program which the password was received by this programmable controller 100 (Step 207), for example, was 
stored in the user program memory 105 of this programmable controller 100 is permitted. 

[0050]However, if it is judged at Step 202 that a password is not in agreement (it is NO at Step 202) next, it will 
be investigated whether the number of times of the input mistake whose password does not correspond reached 
the number of times n of input mistake permission (for example, 5 times) set up by the security protection level 
setting section 108 (Step 203). 

[0051]Here, when it is judged that the input mistake of a password does not amount to n times (it is NO at Step 
203), it returns to Step 201 and reinput of a password is permitted. 

[0052]However, if the input mistake of a password is judged that it continued repeatedly and the input mistake 
of the password amounted to n times at Step 203 (it is YES at Step 203), It is investigated whether the release 
time t which was controlled by the refusal-of-receipt state of the password (Step 204), next was set up by the 
security protection level setting section 108 passed (Step 205). 

[0053]Here, if it is judged that the release time t has not passed (it is NO at Step 205), it will return to Step 205. 
In the meantime, the refusal-of-receipt state of a password is continued. 

[0054]However, at Step 205, when it is judged that the release time t passed (it is YES at Step 205), a password 
refusal-of-receipt state is canceled (Step 206), it returns to Step 201, and reinput of a password is permitted. 
[0055]By the way, the above-mentioned release time t will be reset if the power supply of the programmable 
controller 100 is turned OFF, and it can also be constituted so that the time check of t hours may be again 
started after a power turn. 

[0056] Drawin g 3 is a flow chart which shows the procedure of the password constituted in this way. 
[0057]If a password is entered into this programmable controller 100 in drawin g 3 from the password input part 
109 shown in drawin g 1 (Step 301), First, it is investigated whether this entered password of the right, i.e., this 
entered password, corresponds with the password beforehand set as the data memory 103 of this programmable 
controller 100 (Step 302). 

[0058]If it is judged here that the password was in agreement (it is YES at Step 302), The lead of the specific 
user program which the password was received by this programmable controller 100 (Step 310), for example, was 
stored in the user program memory 105 of this programmable controller 100 is permitted. 

[0059]However, if it is judged at Step 302 that a password is not in agreement (it is NO at Step 302) next, it will 
be investigated whether the number of times of the input mistake whose password does not correspond reached 
the number of times n of permission of the input mistake set up by the security protection level setting section 
108 (for example, 5 times) (Step 303). 

[0060]Here, when it is judged that the input mistake of a password does not amount to n times (it is NO at Step 
303), it returns to Step 301 and reinput of a password is permitted. 

[0061]However, if it is judged that the input mistake of the password amounted to n times at Step 303 (it is YES 
at Step 303), the timer which was controlled by the refusal-of-receipt state of the password (Step 304), next 
was formed in the programmable controller 100 will be started (Step 305). 

[0062]and — next, the time check of this timer — it is investigated whether the release time t to which time 
was set by the security protection level setting section 108 passed (Step 306). 

[0063]Here, when it is judged that the release time t passed (it is YES at Step 306), a password refusahof- 
receipt state is canceled (Step 309), it returns to Step 301, and reinput of a password is permitted. 
[0064]However, a time check will be continued if it is judged that the release time t has not passed at Step 306 
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(it is NO at Step 306). 

[0065] Drawin g 4 is a figure which illustrates operation when the power supply of the programmable controller 
100 is turned off while performing waiting for progress for t hours at Step 306 of the password procedure shown 
in above-mentioned drawin g 3. 

[0066]Although coincidence of a password was not obtained but the timer shown in Step 305 of drawin g 3 at the 
time t1 started in drawin g 4, the time check of this timer — when the power supply of the programmable 
controller 100 is turned OFF by t2 the time of time not reaching the release time t, it is t3 the time of making a 
power supply one after that, and the new start of the above-mentioned timer is reset and carried out to an 
initial value. Therefore, this password is not received even if it enters a password before t4 the time of the 
release time t passing since t3 the time of making a power supply one. 

[0067]And acceptance of a password is attained for the first time after t4 the time of the release time t having 
passed since t3 the time of making a power supply one.. 

[0068]Even if according to such composition coincidence of a password is not obtained, but the power supply of 
this programmable controller 100 is turned OFF for example, for the illegal analysis of a password, it has and it 
returns, Since the new start of the timer is carried out when a power supply is made one, a password is not 
received at least between the release time t set up by the security protection level setting section 108. 
[0069] 

[Effect of the Invention]In the programmable controller which manages security protection by the input of a 
password according to this invention as explained above, Since it constituted so that a user could set up the 
security protection level individually according to a user's usage, in the user side, the flexibility of setting out of 
the level which manages the security protection increases, and the effect that employment of the flexible 
password set by a user's usage is attained is done so. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[ Drawin g 1]The block diagram showing the outline composition of the programmable controller concerning this 
invention. 

[ Drawin g 2]The flow chart figure showing the procedure of the password in the programmable controller 100 
shown in drawin g 1. 

[ Drawin g 3]The flow chart figure showing other procedure of the password in the programmable controller 100 
shown in drawin g 1. 

[ Drawin g 4]The figure explaining the operation in the case of adopting the procedure of the password shown in 
drawin g 3. 

[ Drawin g 5]The flow chart figure showing the procedure of the password in the conventional programmable 
controller. 

[Description of Notations] 

100 Programmable controller (PLC) 

101 MPU(Micro Processing Unit) 

102 Internal memory 

103 Data memory 

104 System program memory 

105 User program memory 

106 bus I/F (bus interface) 

107 Display for indication 

108 Security protection level setting section 

109 Password input part 

1 1 0 System bath 
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[ Drawin g 5] 
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